Providing confidence with Risk Intelligence
Expert Opinion

As the economic landscape has currently darkened, the reputation of major actors in the financial markets (including banks, insurance companies and other financial institutions) has drastically deteriorated, precipitating an unprecedented crisis of confidence whose consequential gravity still defies measurement. In this context of sobering uncertainty, the generation of an efficient Governance, Risk and Control (GRC) process may restore power to the axis of functional trust between players, thus stabilizing the entire constellation.

Implementing an effective operational governance

The equipment necessary for effective governance is not limited to creating board committees and following the frequency of their meetings; it must consist of a few clear principles embedded within the organization itself: the ethics of business, the reliability of accounting and financial information, the optimization of operational processes, plus the assurance of meeting the company’s objectives.

In addition, effective operational governance requires these three steps: 

· Risk identification and mitigation within the organization: In many companies, risk management is based on the COSO ERM methodology, published in 2004. While critics find negative aspects in its risk acceptance (risk = threat) and partition strategy for isolating risks (silo), this approach nevertheless introduced a structured operational framework and methodology for the mapping and mitigation of risk to Europe’s largest companies.
· Implementation of Internal Control procedures: The second step, design and implementation of an effective and sustainable set of internal control policies, deals with the following objectives: compliance with all applicable laws, organization of responsibilities (delegation of authority, limits of power, segregation of duties), elimination of any sources of conflict of interest, and the alignment of the organization’s objectives with these principles.
· Supervision of the design and the efficiency of these procedures: Third, an independent team of skilled auditors must use constant vigilance and be empowered to ensure that each procedure is properly designed and understood by all parties, then correctly put in place to function as intended.
The administrators of the Board who adopted risk management as a priority in 2009/2010 must guarantee the chosen methodology to secure their data. In this aim, they are aided by a few new functions which avoid silo: risk manager, economic intelligence officer, sustainable development manager and ethics officer.
The regulator definitely understood the stakes linked to these practices:

The reference frame defined by the AMF and published in 2006 proposes that public companies issue the signed report describing the set of practices of risk management and internal control that were approved by the president. 
More recently, the transposition of the 8th European Directive (issued the 9th of December 2008) makes compulsory for public companies, credit institutions, insurance and reinsurance companies to acquire a committee of audit, of which at least one of the member must be highly skilled in accounting and finance. This audit committee is responsible for the effectiveness of the internal control and risk management systems (in all risk, not only financial risk).

Other regulations by sector (Basel II, Solvency II, as well as the decrees of March 13, 2006 and May 19, 2008) converge on these practices of risk management, and of implementation and assessment of internal control procedures.
It is highly probable that one effect of the current crisis will be the strengthening of these regulations.
Best practices in operational governance

Implementing effective operational governance is a company-wide project, major and permanent; it has to be monitored by the top management. The tone has to come from the top of the organization.
The scope must be complete in order to identify the real areas of risk: It should not be limited to financial processes. It should not avoid examining derivatives, the senior management and the consultants. And it should not focus only on major activities--because risks that endanger the whole company may occur from any of the processes, activities and actors.
What is important is not only mapping the risk of the company, but monitoring mitigation actions as well, to set up the necessary means to watch their root causes. The identified risks should not be a list of names, a mere collection of items copied and pasted; rather, they ought to be the coherent result of value-added brainstorming, specialized at the level of resources that are created and used by the organization.
It is very important that the risk management approach enables one to identify and mitigate strategic risks as well as operational ones. Mapping analysed strategic risks with a dedicated steering committee will provide a clearing to transform the threats against the company into opportunities. It does require the implementation of additional bottom-up and top-down processes to identify risks, followed by the incorporation of mitigation and reporting processes that are differentiated at the right level of responsibility and decision management.
Setting in place an internal regulatory monitoring process on major technology and shareholders, linked directly from identified risks to rapid yet targeted possible responses, establishes a higher level of maturity to the risk management system. 

Indeed, risks of breakthrough are more difficult to identify, whenever these perils exist:

a. Strategic, ethical and governance risks

The most damaging uncertainties stem from weakness in management: lack of strategic vision, hidden risks off balance sheet, fraud, corruption, and price-fixing.

b. Risks to stature and the protection of insubstantial assets 

The importance of assets like brands and patents merits protection from the poaching of proprietary know-how and the depredation of innovations, even those which are patented. 

c. Technological risks : security and theft of personal data  

The systems of communication and strategic data treatment are more and more complicated, and their storage is often given to third parties. A current debate deals with the value of company data. This data concerning risks is an inventory of company weaknesses; is it not then priceless? 

d. Risks in human resources 

Fear within the faculty during a crisis period may weaken overall loyalty and commitment, endangering the company. Communication is the key here to an atmosphere of assurance and unwavering support: staff must be comfortable with the protocol in order to reliably alert the top management of emerging risks. New e-learning tools are training personnel, thereby giving them the ability to collect and independently analyze their data about events and identifying risks.

e. Risks of merger
In the shock of crisis and declining share values, takeover bids open another front of attack; in response, the GRC system provides a tool to assess companies at fair value by showing the quality of the operational management. The implementation of a strategy to react to this kind of attack, or even to more discreet operations of destabilization instigated by predatory agents, is a priority for the board seeking to ensure the sustainability of their company, to manage its development actions and to restore confidence for shareholders. 

f. Wider risks encompassing suppliers, subcontractors, customers
When an organization conceals major risks from business partners, these risks are de facto transferred to them, albeit unwittingly. The links between companies (subcontractors, suppliers) in a period of crisis increase the level of risk. Companies may monitor their customer risks but also reduce the demand among some of the key suppliers, sending repercussions into the quality of service. 

Communication on risks
Lately, these themes have caught the media spotlight: for example, a recent Google search of the word “governance” resulted in more than 6.2 million entries, of “risk”: 2.6 million, and of “control”: 10.7 million. Within this plethora of information, the challenge becomes to filter and discern  the essential components and best practices.

Knowing how to communicate about risk is vital: Through the report on the internal control transmitted to the regulatory authorities (be it the AMF or the SEC), the goal of the legislator is to be clear that the financial information delivered to the market by a company is reliable, complete, comprehensible and easy to compare to those of other companies. Disclosure of confidential information is not required--simply a list of the major risks.
· However, broadcasting the weaknesses of the company may generate further hazard that needs to be assessed. Coping with this sensitive situation calls for a competitive information system, especially in complex, decentralized and geographically-extended organizations in relation to their external actors, such as subcontractors or independent contractors with frequent evolutions of structure.
In conclusion, the return of confidence, the efficiency of governance systems and the protection of intangible assets are determining factors in the sustainable growth of our economy. 
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